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The convergence of Artificial Intelligence (AI) and blockchain technology is reshaping the digital world, offering decentralized, secure, 

and efficient AI services on blockchain platforms. Despite the promise, the high computational demands of AI on blockchain raise 

significant privacy and efficiency concerns. The Optimistic Privacy-Preserving AI (opp/ai) framework is introduced as a pioneering 

solution to these issues, striking a balance between privacy protection and computational efficiency. The framework integrates Zero-

Knowledge Machine Learning (zkML) for privacy with Optimistic Machine Learning (opML) for efficiency, creating a hybrid model 

tailored for blockchain AI services. This study presents the opp/ai framework, delves into the privacy features of zkML, and assesses the 

framework's performance and adaptability across different scenarios.  
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1 INTRODUCTION 

In the dynamic digital environment, the fusion of Artificial Intelligence (AI) and blockchain technology is significantly 

transforming our interaction with and utilization of information. AI, known for its sophisticated data processing and 

decision-making capabilities, combined with blockchain's decentralized and secure ledger system, is pioneering new 

avenues in the digital domain. This collaboration has led to the emergence of “Onchain AI,” a concept that promises to 

deliver decentralized, secure, and efficient AI services within the blockchain networks [1,10]. 

However, implementing AI computations directly on the blockchain presents challenges, notably due to the high 

computational costs. For instance, executing a basic operation like matrix multiplication with 1000 × 1000 integers on the 

Ethereum blockchain would require over 3 billion gas [23], surpassing the platform's block gas limit [22]. As a result, 

many applications opt for off-chain computations on centralized servers, uploading only the results to the blockchain. This 

approach, while functional, compromises the decentralization principle, raising security concerns and undermining the 

trust and transparency blockchain aims to provide. 

An innovative solution to this challenge is Zero-Knowledge Machine Learning (zkML), which leverages zero-

knowledge proofs (ZKPs) to protect confidential data and model parameters during training and inference, thus addressing 

privacy issues and reducing blockchain's computational load [24]. zkML, however, faces its own set of challenges, 
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particularly the high costs and computational demands of generating proofs [18], making it less feasible for large-scale AI 

applications. 

To address the limitations of zkML, the concept of Optimistic Machine Learning (opML) on the blockchain has been 

introduced [3]. Unlike zkML, opML utilizes a fraud-proof system to ensure the correctness of ML results, maintaining an 

optimistic assumption about the validity of submitted results. This system involves a challenge period where results can 

be disputed, and if necessary, a detailed arbitration process is conducted on the blockchain, requiring minimal 

computational resources. This approach, exemplified by rollup systems like Optimism and Arbitrum [8], offers a more 

efficient and scalable solution for integrating ML with blockchain technology, paving the way for secure, decentralized, 

and transparent AI services on the blockchain. 

The optimistic approach to machine learning on the blockchain, while offering a solution to the high computational 

costs associated with zkML, does raise concerns regarding data privacy. In this approach, all data must be publicly available 

for challengers to validate the submitted results, which starkly contrasts the privacy-preserving capabilities of zkML. The 

public nature of data in the optimistic approach may hinder its adoption in situations where privacy is critical, such as in 

handling sensitive health or financial information. This highlights a fundamental trade-off in blockchain-based machine 

learning solutions between ensuring computational efficiency and maintaining privacy. 

The Optimistic Privacy-Preserving AI (opp/ai) framework represents an innovative approach to addressing the 

challenges of privacy and computational efficiency in blockchain-based machine learning systems. This framework is 

designed to mitigate the high cryptographic overhead associated with zkML while making strategic trade-offs in privacy 

to ensure a balanced solution. The opp/ai framework is underpinned by prohibitive costs to guarantee security, addressing 

some of the inherent privacy limitations of zkML, particularly in the context of sensitive applications like finance, 

government, and health. 

 

Key Features of the opp/ai framework: 

• Reduced Cryptographic Overhead: By making small concessions in privacy, the opp/ai framework 

significantly reduces the computational and resource-intensive demands of zkML. This is achieved without 

compromising the core objective of preserving privacy during ML computations on the blockchain. 

• Security Guarantees: The framework ensures security through game theory. Prohibitive costs act as a deterrent 

against attacks, ensuring that any attempt to breach privacy or integrity is economically unfeasible. 

• Learning from DNN Partitioning and Split Learning: The opp/ai framework incorporates strategies from 

Deep Neural Network (DNN) partitioning [9,20] and split learning [12]. This involves dividing the ML model 

into segments that can be processed separately, reducing the amount of data that needs to be shared and processed 

optimistically. This partitioning approach helps maintain privacy by limiting the exposure of data and 

computations. 

 

The contribution of this work is summarized as follows: 

• We propose opp/ai: Optimistic Privacy-Preserving AI on blockchain. Compared to zkML or opML alone, opp/ai 

provides a framework to balance the trade-offs between privacy and computational efficiency strategically. This 

framework leverages the strengths of both zkML's privacy-preserving techniques and opML's efficiency in 

computation, creating a hybrid model that aims to optimize both aspects for blockchain-based AI applications. 
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• We analyze the privacy-preserving properties of zkML. While ZKPs enable the verification of computations 

without exposing the underlying data, it is important to note that using ZKPs does not inherently guarantee data 

privacy in the machine learning setting. We evaluate these properties in Section 3 Security Analysis.  

 

The organization of this paper goes as follows. In Section 2, we introduce the architecture and the workflow of opp/ai. 

In Section 3, we analyze the privacy-preserving properties of zkML on both the input privacy and model privacy aspects. 

In Section 4, we present the theoretical performance of the opp/ai framework, along with actual benchmarking results. 

Section 5 discusses the versatility of opp/ai, its adaptability to different models, and its various use cases. The paper 

concludes with a final remark in Section 6. 

2 OVERVIEW 

2.1 Architecture 

opp/ai applies architecture from opML and zkML for different parts of an ML inference. opML has three integral 

components [3]: 

• Fraud Proof Virtual Machine (FPVM). FPVM can trace any instruction step of a stateless program and prove 

it on Layer 1 blockchain (L1). 

• Machine Learning Engine. The machine learning engine is incredibly efficient and has been designed to cater 

to both native execution and fraud-proof scenarios. This engine ensures that machine learning tasks are executed 

quickly and accurately, while guaranteeing the results' consistency and determinism. 

• Interactive Dispute Game. The dispute game will resolve a disputed instruction using on-chain FPVM. 

 

 zkML has two integral components: 

• Prover. The prover generates ZKPs, such as zk-SNARKs [17], to demonstrate the validity of the ML inference. 

• On-chain Verifier. The verifier smart contract efficiently validates the zero-knowledge proofs provided by the 

prover [5]. 

2.2 Workflow 

We adopt various opp/ai workflows based on the privacy-preserving scenario we intend to achieve. The parties involved 

in the workflow are defined as follows: 

• Prover. The prover is responsible for generating the proof of computation for the submodel(s) running in zkML. 

• Requester. The requester initiates an opML task and sends it to the submitter (and challengers). 

• Submitter. The submitter commits the results of the submodel(s) running in opML onto the blockchain. 

• Challengers. The challengers check these results. In case of any dispute, a challenger and the submitter enter 

the dispute game together. 

 

Assuming we can partition an ML model 𝑓 into 2𝑛 submodels, for 1 ≤ 𝑖 ≤ 𝑛, 𝑓!
" denotes the 𝑖-th submodel running in 

opML, and 𝑓!
# denotes the 𝑖-th submodel running in zkML. We have 

𝑓 = 𝑓$
" ∘ 𝑓$

# ∘ …∘ 𝑓%
" ∘ 𝑓%

# ∘ 𝑓&
" ∘ 𝑓&

# 
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It is important to note that any of these submodels could be “empty,” such that 𝑓!
{",#}

(𝑥) = 𝑥. Hence, the above 

expression is in its most general form. 

To achieve model privacy, the proofs of all 𝑓!
#’s should have its model input set as public input, while the model 

parameters or weights should be kept private or hashed. The workflow for model privacy unfolds as follows: 

1. All 𝑓!
"’s are published as a public model available to all potential submitters/challengers. 

2. The prover, in this case, the model provider, receives the model input from the end user and computes the proofs 

of all 𝑓!
#’s, submitting them to the on-chain verifiers while also requesting to initiate an opML service task on 

𝑓!
"’s. 

3. The submitter performs the opML service task, taking the result from each 𝑓!
# as input to each 𝑓!

", and commits 

the results on the blockchain. 

4. The challengers validate the results and will start a dispute process with the submitter if they find any of them 

inaccurate. The dispute process will only apply to the specific 𝑓!
" being challenged. 

5. The smart contract facilitates arbitration to resolve any dispute, providing a conclusive and final resolution. After 

a defined “challenge period,” the results will be confirmed [3]. 

Similar to the case with input privacy, the prover and the submitter could be the same entity to expedite the submission 

of the initial results. 

3 SECURITY ANALYSIS 

In this section, we will analyze the security of zkML technology in the context of the opp/ai framework. Our analysis 

indicates that the vulnerabilities found in zkML are not limited to opp/ai but are inherent to zkML technology as a whole. 

We have investigated potential security weaknesses and attack vectors, and our simulations have provided empirical 

evidence of how these vulnerabilities can be practically exploited. The main takeaway from this analysis is that the security 

issues arise from the zkML technology itself. 

In the context of preserving model privacy, the single prover trust assumption posits that only one trusted entity, the 

prover, has access to the model weights. All end users interact with this prover to generate zkML proofs without direct 

access to the model weights themselves. This approach is designed to protect the confidentiality of the model while still 

enabling users to benefit from its predictive capabilities. However, this setup introduces a potential vulnerability: an 

attacker could run a large number of inferences by paying for the service and use the results of these inferences to train a 

proxy or heuristic model [21]. This proxy model could approximate the behavior of the original model, effectively 

circumventing the privacy measures in place. The security of the system in such a scenario relies on the cost of inferences 

rather than the strength of the ZKP itself. Therefore, the opp/ai framework can achieve a similar level of model privacy by 

concealing submodel weights and trading partial privacy for better computational performance. 

We attempt to model the cost of an attack based on the assumptions and variables as follows: 

• It is assumed that the number of inferences required to retrieve model weights when the architecture is known 

increases linearly proportionally with the size of the model. This idea has been well-established in the field of 

regression analysis [14] and we are using it as a rule of thumb for neural networks. 

• 𝑝 = the proportion of the model running in zkML under opp/ai 

• 𝑥 = model size, in units of model parameters, constraints (in R1CS system such as circom [27]), rows (in halo2 

[28]), or opcodes/instructions (in zkGo [29] or zkWasm [30]) 

• 𝑐 = the cost per inference set by the prover 

• 𝑛 = the number of inferences required to reconstruct the model per unit of 𝑥 
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We have 

attack cost = 𝑐 × 𝑛(1 − 𝑝)𝑥 

based on the above assumptions and definitions. 

Therefore, there are two ways to safeguard or prevent the model from such an attack: 

1. To limit the maximum number of inferences on the model, such that the attacker can never make as many as 

𝑛(1 − 𝑝)𝑥 inferences. This approach is suitable for use cases such as AI-generated content (AIGC) non-fungible 

tokens (NFTs) [15], where the scarcity of inference outputs is desired. 

2. Adjust 𝑐 to be inversely proportional to (1 − 𝑝), such that the attack cost is constant regardless of how much of 

the model is run in zkML. 

Practically, the cost of inference should be determined by the underlying cost of proof generation and opML 

computation, outrunning the cost of the attacker collecting their own data and training their own model. 

In addition to the general model privacy considerations above, it is important to highlight the framework's applicability 

to fine-tuned models. Specifically, opp/ai can be utilized to conceal the fine-tuning weights of models where the majority 

of the weights are already publicly available. This is particularly relevant for open-source models that have been fine-tuned 

for specialized tasks. For instance, the LoRA weights in the attention layers of the Stable Diffusion model [7,16] can be 

protected using our framework, as demonstrated in our proof of concept in Section 4.3. This capability is crucial for 

preserving the proprietary enhancements made to publicly shared models, ensuring that while the base model remains 

accessible, the unique adaptations that provide competitive advantage remain confidential. 

On the other hand, to ensure user privacy, zkML proof generation should ideally occur on local devices, where model 

weights are distributed. However, this can leave systems vulnerable to reverse-engineering attacks, where adversaries 

might reconstruct inputs from model outputs, compromising privacy*. This risk is especially high in models that maintain 

high input data dimensionality. Given these challenges with current zkML technology, the opp/ai framework will 

concentrate on model parameter privacy rather than input privacy. 

This focus on model parameter privacy complements the framework's ability to protect fine-tuning weights of widely 

available models, thus securing competitive advantages while the base model remains open-source. 

4 BENCHMARK 

We suggest taking two approaches to assess the efficacy of the opp/ai framework for computation. First, develop a 

theoretical model to gauge the computational cost. Second, conduct a practical evaluation of the framework's performance 

on a real machine learning model. This will help determine the potential efficiency gains achievable by implementing the 

opp/ai framework and compare it to pure zkML. 

4.1 Theoretical performance 

We assume that the computational cost, in terms of time or memory required, increases linearly with the model size 𝑥. 

However, performing the same computation in zkML is currently estimated to be 1000 times more expensive [18]. 

Hence, we can assume that the computation cost is dominated by the zkML overhead and correlated to the proportion 

of the model running in zkML under opp/ai. In simple words, if we decide to run a part of the model in opML rather than 

zkML, we can save computation costs directly correlated to that part. 

 

* See Figure A.1 in the appendices for an illustration of potential reconstruction attacks on input data. 
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4.2 Actual performance 

We benchmark two zkML frameworks, keras2circom [19] and EZKL [31],  to compare proof generation time and prover 

maximum memory usage. A simple MNIST convolutional neural network [32] (Figure 1) is converted to circuits in each 

framework, and the wall clock time and maximum prover memory consumption are measured while running the prover. 

Similar to previous work [18], circuit compilation and setup, verifier runtime, and generated proof size are omitted. The 

benchmark primarily measures the computation costs associated with proof generation. 

 

Figure 1: Architecture of the simple MNIST convolutional neural network* 

4.2.1 Methodology 

To benchmark the model, we have removed the last layer of softmax activation, as it can cause calibration issues and 

introduce unnecessary overhead. While the opp/ai framework allows for flexibility to apply zkML or opML to any part of 

the model, we assume that the first layers of the model are run in zkML and the rest of the model is run in opML. We have 

set the model input to be public and the model parameters to be private in both frameworks. 

We extract a model from the first layer up to the 𝑖-th layer and export it to h5 format for keras2circom and ONNX 

format for EZKL. The flatten and dropout layers are not iterated since they do not add constraints (in circom) or rows (in 

halo2). To test the model, we take one of the images from the original MNIST dataset [11] as an input.  

For circom, we compile the circuit, generate the witness, and set up the verification key under the Groth16 scheme [6] 

in snarkjs [33]. The model size is defined in units of constraints in R1CS (Rank-1 Constraint Systems). For EZKL, we 

generate and calibrate the settings based on the sample input, compile the circuit, set up the verification key, and generate 

the witness. The model size is defined in units of rows in the halo2 circuits. We then measure the proof generation time 

and memory usage for each framework. We use TensorFlow [4] to run the non-zkML part of the inference as a heuristic 

to estimate the computation time of opML. This time is then added to the total computation time. As the memory usage of 

opML is generally much lower than that of zkML, we have omitted its measurement. 

To compare two frameworks on the same scale and validate our theoretical prediction, we have transformed the 

measurements into percentages of total time, maximum memory usage, and model size, respectively. All benchmarks were 

run on AMD EPYC 7R13 processors (AWS’s r6a.16xlarge instances) with 512GB of RAM. 

 

* This figure is generated by adapting the code from https://github.com/gwding/draw_convnet.  

https://github.com/gwding/draw_convnet
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4.2.2 Results* 

Figure 2 presents the time taken to generate proofs in the opp/ai framework, comparing the framework with the circom-

only and EZKL-only setups. For the opp/ai with circom setup, the first bar on the left shows that at a 46% proportion of 

the model running in circom (𝑝 = 0.46), the proof generation time is about 5 minutes (approximately 42% of the maximum 

time observed). When the entire model runs in zkML, the time increases to around 11 minutes. In the opp/ai with EZKL 

setup, the proof generation is 36 seconds at a 16% zkML proportion (approximately 19% of the maximum time; 𝑝 = 0.16) 

and a little over 3 minutes at full zkML proportion. 

 

Figure 2: Proof generation time comparison between using zkML only and using opp/ai 

Figure 3 compares the memory consumption in the same setups. In the opp/ai with circom setup, memory usage at a 

46% zkML proportion is approximately 85GB (62% of the maximum observed memory usage), escalating to about 138GB 

when the full model is in zkML. For the opp/ai with EZKL setup, memory usage is around 3GB at a 16% zkML proportion 

(13% of the maximum) and 23GB when running fully in zkML. The raw data of Figures 2 and 3 can be found in Table 1. 

 

Figure 3: Maximum memory usage comparison between using zkML only and using opp/ai 

The results above demonstrate that running a smaller portion of the model in zkML can significantly reduce both 

memory usage and proof generation time, resulting in substantial efficiency gains. The computation cost is almost directly 

proportional to 𝑝, the proportion of the model running in zkML under opp/ai. In other words, if we decide to run a part of 

 

* The complete benchmarking scripts and results can be accessed at https://github.com/socathie/oppai-benchmark/tree/main/mnist. 

https://github.com/socathie/oppai-benchmark/tree/main/mnist
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the model in opML rather than zkML, the computation costs we save are directly proportional to the amount of the model 

run in opML instead of zkML. This improved efficiency is essential for optimizing the framework for various use cases, 

where the balance between zkML and opML components can be adjusted to achieve the desired privacy and computational 

efficiency. 

Table 1: Raw benchmarking data 

 circom EZKL TensorFlow 

Model Layer Constraints Time (mm:ss) Memory (kB) Rows Time (mm:ss) Memory (kB) Time (ns) 

Conv2D 11378432 04:38.80 85446120 184408 00:33.20 2869864 40334380 

MaxPooling2D 16867552 08:44.18 129358852 224968 00:36.45 2857136 39514066 

Conv2D 23101472 10:16.60 136911572 1373720 03:08.11 22516096 39434894 

MaxPooling2D 24725472 10:50.14 138164812 1385048 03:08.13 22510672 38969498 

Dense 24741472 11:04.88 137595576 1392273 03:11.77 22512552 38995473 

 

4.3 Extrapolation to Stable Diffusion model* 

One key contribution of opp/ai is the possibility to hide fine-tuned model weights from an open-sourced model, such as 

the LoRA weights in the Stable Diffusion model [7,16]. Under opp/ai, it is possible to apply zkML only on the attention 

layers of the U-Net model that contain the LoRA weights, while running opML on the remaining diffusion model. This 

approach is advantageous as it is currently not feasible to implement zkML on models as large as Stable Diffusion. 

Based on the results obtained in Section 4.2, we can estimate the time and memory required for proof generation. The 

methodology is as follows: (1) we convert the four types of spatial transformers found within the U-Net component of 

Stable Diffusion into ONNX format; (2) we use the row counts from the EZKL-generated settings as an approximation of 

the final rows used when generating the proof; (3) we estimate the total rows needed for the full model using the average 

from the extrapolation of the four transformers (since the full model is too large for settings generation); (4) we predict the 

proof generation time and maximum memory usage by linear extrapolation from the previous results. The extrapolated 

data is available in Table 2. 

Table 2: Stable Diffusion U-Net attention layers 

Model Layer Input shape No. of  params EZKL rows Memory (TB)** Time (hours)** 

spatial_transformer (64, 64, 320) 2546240 (0.30%) 10821242482 180 394 

spatial_transformer_2 (32, 32, 640) 9188480 (1.07%) 5107529660 85 185 

spatial_transformer_4 (16, 16, 1280) 34760960 (4.04%) 4429482857 74 161 

spatial_transformer_6 (8, 8, 1280) 34760960 (4.04%) 1147973487 19 42 

Full model - 859520964 (100%) 1067139337445*** 17775 38842 

 

It is estimated that the complete U-Net component of the Stable Diffusion model would require approximately 

17,775TB of memory and more than four years to prove. However, individual transformers would only require 19-180TB 

of memory and 2-17 days to complete. With the availability of high-memory instances with up to 24TB of memory on 

 

* The PoC can be accessed at https://github.com/socathie/oppai-benchmark/tree/main/sd. 

** extrapolated from Table 1 

*** averaged and extrapolated from ratio between number of parameters and number of EZKL rows 

https://github.com/socathie/oppai-benchmark/tree/main/sd
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cloud computing platforms like AWS*, opp/ai is bringing the possibility of model privacy on fine-tuned models based on 

large-scale open-source models much closer to reality in the near future. 

5 DISCUSSIONS 

5.1 Framework agnostic 

While the benchmarking was only conducted on two zkML frameworks, the underlying principle of opp/ai applies to any 

framework. Any implementation of zkML can be combined with any implementation of opML to achieve similar 

reductions in computational costs. One recommended implementation is to integrate zkML closely with the current 

implementation of opML, which is developed under the mlgo [34] framework in the Go programming language. Compiling 

models written in mlgo with zkGo [29] into WebAssembly files that can be verified with zkWasm [30] could be a very 

convenient way to seamlessly prove any ML models, with the additional advantage of using SoftFloat [35] instead of 

integer/modular arithmetic, avoiding the need for model quantization. 

5.2 Adapting to different types of ML models 

The adaptability of our approach to various model architectures is a critical aspect of its utility. Single-path neural networks 

[20], due to their linear feedforward structure, are inherently more compatible with the opp/ai framework compared to 

models with multiple paths or branches. This distinction arises from the complexity associated with proving the correctness 

of computations in branched models, which may introduce additional challenges in generating and verifying zero-

knowledge proofs, as well as the complexity of connecting its opML counterpart. However, this does not preclude the 

application of our methodology to complex models; rather, it underscores the need for tailored strategies to accommodate 

the unique characteristics of different model architectures. 

5.3 Use cases 

In Section 4.3, we have presented an example of privatizing the fine-tuned weights of an image generation model. These 

models can generate images based on textual descriptions, and the fine-tuned weights may contain proprietary 

enhancements that improve the model's performance or enable unique features. By utilizing the opp/ai framework, the 

model provider can compute the submodel proofs running in zkML, which allows the fine-tuned weights to remain private. 

The provider can then submit these proofs to on-chain verifiers, making the model available for use without revealing its 

proprietary aspects. 

Another use case for the opp/ai framework is individual voice tuning in text-to-voice models. Text-to-voice service 

providers may offer personalized voice models that are tailored to the individual's voice characteristics. These personalized 

models are sensitive and contain valuable data. The opp/ai framework can ensure that the personalized voice model's 

parameters remain confidential while still offering the service to end-users verifiably. 

In the financial sector, trading algorithms are developed to predict market movements and execute trades automatically. 

These algorithms are highly valuable and contain sensitive strategies that firms wish to protect. A financial institution 

could use the opp/ai framework to conceal the weights of a model that has been specifically tuned to its trading strategy. 

This allows the institution to use blockchain for secure, transparent, and verifiable trading operations without exposing the 

proprietary aspects of their models. 

 

* See https://aws.amazon.com/ec2/instance-types/high-memory. 

https://aws.amazon.com/ec2/instance-types/high-memory
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In the gaming industry, AI models are used to create challenging and engaging non-player characters (NPCs). Game 

developers may fine-tune these models to create unique behaviors or strategies that are specific to their game. By using the 

opp/ai framework, developers can hide the fine-tuned weights that contribute to the NPCs' competitive edge, preventing 

other developers from copying these features while still providing an immersive gaming experience. 

6 CONCLUSIONS 

In conclusion, the opp/ai framework represents a significant advancement in the realm of blockchain-based machine 

learning, addressing the dual challenges of privacy and computational efficiency. By combining the privacy-preserving 

capabilities of zkML with the computational efficiency of opML, opp/ai offers a balanced solution that mitigates the 

cryptographic overhead while maintaining security through economic deterrents. The framework's adaptability to different 

models and its potential for various applications underscore its versatility. Despite the inherent trade-offs, opp/ai provides 

a promising avenue for secure, decentralized, and transparent AI services on the blockchain. The paper's analysis and 

benchmarking results affirm the framework's theoretical and practical efficacy, paving the way for its adoption and further 

development in the blockchain ecosystem. 
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A  APPENDICES 

 

Figure A.1: The results of a reconstruction attack trained on the inference outputs from the first few layers of the VGGFace model. The 

top row displays the original images, while the bottom row displays the reconstructed images.* 

 

* The complete simulation script can be accessed at https://github.com/socathie/oppai-benchmark/tree/main/vggface_inverse. 

https://github.com/socathie/oppai-benchmark/tree/main/vggface_inverse

